Enabling end to end secure communications between source and sink is significant for many Cognitive Radio Networks (CRNs). While there have been many works devoted to hop by hop secure communications, the issue of end to end secure communications is largely ignored. In this paper, an end to end secure communication protocol in randomly deployed CRNs is designed. Specifically; this protocol is based on a methodology called differentiated key pre-distribution. The core idea is to distribute different number of keys to different nodes to enhance the resilience of certain links. This feature is leveraged during routing, where users route through those links with higher resilience. Using rigorous theoretical analysis, an expression for the quality of end to end secure communications is derived and uses it to determine optimum protocol parameters. Extensive performance evaluation illustrates that the proposed solution can provide highly secure communications between relays and sink in randomly deployed CRNs.
INTRODUCTION
The basic random key pre distribution is a well-accepted scheme for secure communications in randomly deployed CRNs [1] [2] . At the key pre-distribution stage, each user is pre distributed with distinct keys randomly chosen from a large pool of keys and then nodes are randomly deployed. At the pair wise key establishment stage, each user first obtains its neighborhood information. If two neighbors share one or more pre-distributed keys, they establish a pair wise key in between directly. To do so, one node can generate a random pair wise key and send it to its neighbor encrypted with their shared keys [3] .
For two neighbors that do not share pre-distributed key, they will use neighboring nodes, called proxies, to construct key paths for pair wise key establishment. Many variants have been proposed based on the above idea of key pre-distribution in CRNs. While some works focus primarily on extensions to the basic scheme, other works focus on more involved extensions. There are also works that address end-to-end secure communications in radio networks without random key pre distribution techniques. One particularly interesting work is that primarily focuses on end-to-end data confidentiality by performing intermediate data aggregation via homomorphic encryption techniques. In their technique, each node can derive its own private key based on a master secret, which is only known to the user. Then, all data from sensors is encrypted with keys of other sensors via a homomorphic encryption technique that allows aggregation on encrypted data hop by hop, which can then be recovered by the user [4] [5] [6] .
The downside of such attempts is that while in-network aggregation is done, in-network processing of data cannot be directly accomplished. Though there are several advantages with in-network processing of data like in network aggregation, localized verification of data trust and integrity, local filtering with some additional storage. In CRT Based Scheme, key is established in an efficient way for node addition, node compromise and also at regular intervals. The communication cost incurred at each node for establishing key is one receive operation and computation cost incurred is one modulus operation and one EX-OR operation by each node [11] [12] . A deployment conscious security framework supporting, a shift of complex operations to more capable nodes of heterogeneous environment and relieving resource constrained generic sensor nodes of major activities is introduced in [13] [14] [15] . Through this work, it is able to conclude that a hybrid of asymmetric and symmetric key cryptography best suits heterogeneous environments. It can achieve quick authenticity without extra computations and communications.
Traditional key management techniques, such as public key cryptography or key distribution center (e.g., Kerberos), are often not effective for wireless sensor networks for the serious limitations in terms of computational power, energy supply, network bandwidth [16] [17] . In contrast to other LEACH security solutions, the salient advantage of this work is the addressed challenging security issues of runtime phase by real time rekey, which can efficiently protect the network against attacks of eavesdropping or captured nodes compromise and so on are explained in [18] . Power allocation to the users and node are made based on the scheduling mechanism and handoffs between them are maintained. Tradeoff between the users are clearly projected and explained in [19] [20] [21] [22] .
EXISTING SYSTEM
There are two standard metrics namely Connectivity and Resilience. Connectivity is the probability that two physical neighbors can establish a pair wise key between them. Global (end to-end) connectivity is the probability that the entire network is securely connected, or as the number of nodes in the largest connected component of the secure network. Global connectivity can be inferred by local connectivity that focus only on local connectivity [23] [24] . Resilience is the probability that a pair wise key between two nodes is not compromised under attack.
Routing protocols in WSNS
There are two main paradigms of routing protocols in CRNs namely; Location-centric routing and Data-centric routing.
Greedy Perimeter Stateless Routing (GPSR) is a wellknown location centric routing protocol. In GPSR, beacon messages are broadcast by each node to inform its neighbors of its position. GPSR assumes that nodes can determine through separate means the location of the user. Each node makes forwarding decisions based on the relative position of the user and its neighbors. In general, the neighbor that is closest to the user is chosen [8] . Directed diffusion is the most renowned data centric routing protocol, in which the user sends queries to all nodes and waits for data from the nodes satisfying specific requirement. The interest is broadcast through the network and used by each node to compare with the data received. The interest entry also contains several gradient fields. A gradient is a reply link to a neighbor from which the interest was received. By utilizing interests and gradients, paths are established between sensors and the sink. Several paths may be established and one of them is selected by reinforcement.
Security protocol
End to end secure communication Protocol consists of two components like differentiated key management and resilience aware routing. The differentiated key management consists of two stages like Key pre distribution and Pair wise key establishment [23] . 
Key pre-distribution
A network with users and one node are considered. The nodes are divided into classes, each of which has (1 ≤ ≤ ) nodes. Let the nodes in the class as class nodes. Pre-
chosen from a large key pool with size into each class node, detail of which will be discussed in the following. It is to be noted that, the sink node is pre-distributed with all keys in the key pool. After this, the user is deployed strategically at certain position, while the nodes are deployed randomly in the network. The nodes will execute the following protocols for pair wise key establishment and routing.
Pairwise key establishment
Once nodes are pre distributed with keys and deployed, they start to discover their neighbors within their communication range via local communication and obtain the key IDs of their neighbors' pre-distributed keys. With the above information, each node constructs all the one-hop and two-hop key paths to all its neighbors. If node shares pre-distributed keys with a neighbor , there is one direct key path with one hop between them. However, node will also construct all the two-hop key paths with each of its neighbors, regardless of whether a one-hop key path has been constructed or not, to enhance the link resilience. Suppose node wants to construct all two-hop key paths with node now. To do so, node sends a request to its neighbors, containing the node IDs of and . After a neighboring node receives the request, it checks if it shares pre-distributed keys with node and shares predistributed keys with node . If both conditions are satisfied, node sends a reply back to node . In this way, a two-hop key path − − is constructed. If possible, other two-hop key paths are also constructed as above. After node constructs all two hop key paths to node , node will generate multiple random key shares and transmit each key share on each key path. Key shares are encrypted/decrypted hop by hop by a combination of all shared keys on that hop [3] .
Protections keys between and (( , )) is, 
Location centric routing protocol
The location centric routing protocol is GPSR. In GPSR, each node chooses a neighbor as the next hop that is closest to the sink. In order to achieve high end to end secure communications without compromising network lifetime, extension of GPSR protocol are as follows. Each node assigns a weight to all its secure neighbors that are closer to the user than itself. We denote ( ) as the set of node 's secure neighbors that are closer to the user than itself and recall ( , ) is the number of protection keys for the link between nodes and , weight to each node in set ( ) is assigned as, In traditional minimum hop routing protocol, a variant of Directed Diffusion routing protocol, a node will choose a neighbor on the minimum hop path to the user. This protocol can be extended in a similar way as above. During the next hop determination process, packets are forwarded only on the minimum hop secure paths. A secure path consists of links that have pair wise keys established. The set of neighbors on the minimum hop secure path of node be ( ). It is to be noted that in a relatively dense network; there could be several minimum hop secure paths between node and the user as given in Figure 1 . Node then assigns a weight to each of its secure neighbor's in the set ( ). 
Biased node capturing attack
Biased node capturing attack is one in which the attacker attempts to capture some special nodes in the network. Typically, the capture of those nodes results in higher attack impact and they are chosen with bias instead of randomly. The existence of such special nodes comes from the fact that the roles of sensor nodes in the network are inherently different. In a multi-hop network, the nodes near the user are such special nodes, whose capture results in more secret information disclosed to the attacker [24] .
PROPOSED METHOD
Routing in sensor networks is very challenging due to several characteristics that distinguish them from contemporary communication and wireless ad-hoc networks. First of all, it is not possible to build a global addressing scheme for the deployment of sheer number of nodes. Therefore, traditional IP based protocols cannot be applied to radio networks. Second, in contrary to typical communication networks almost all applications of radio networks require the flow of sensed data from multiple sources to a particular user. Third, generated data traffic has significant redundancy in it since multiple nodes may generate same data within the vicinity of a phenomenon. Such redundancy needs to be exploited by routing protocols to improve energy and bandwidth utilization. Fourth, nodes are tightly constrained in terms of transmission power, on-board energy, processing capacity and storage and thus require careful resource management.
Greedy perimeter stateless routing (GPSR)
GPSR supports two mechanisms for forwarding data packets. They are Greedy forwarding and Perimeter forwarding. In Greedy Forwarding, all data packets are forwarded to an adjacent neighbor that is geographically positioned closer to the intended destination. This mechanism is known as greedy forwarding. In perimeter mode, the data packet is marked as being in perimeter mode along with the location where greedy forwarding failed. These perimeter mode packets are forwarded using simple planar graph traversal. Each node receiving a data packet marked as in perimeter mode uses the right hand rule to forward packets to nodes, which are located counterclockwise to the line joining forwarding node and the destination.
GPSR scans its neighborhood table to retrieve the next hop which is optimal and leads to the destination, during packet transmission to a known host. As there may be more than one such hop available, GPSR selects an adjacent neighbor that has the least distance to a particular destination. In S-GPSR, the trust levels used in conjunction with the geographical distances are incorporated in the neighborhood table to create the most trusted distance route rather than the default minimal distance to compute direct trust in a node, an effort-return based trust model is used. The accuracy and sincerity of immediate neighboring nodes is ensured by observing their contribution to packet forwarding mechanism. To implement the trust derivation mechanism, Trust Update Interval (TUI) of each forwarded packet is buffered in the node as (GPSR Agent::buffer packet). The TUI is a very critical component of such a trust model. It determines the time a node should wait before assigning a trust or distrust level to a node based upon the results of a particular event. After transmission, each node promiscuously listens for the neighboring node to forward the packet.
Enhanced greedy perimeter stateless routing (EGPSR)
EGPSR selects an adjacent neighbor that has the least distance to a particular destination. In contrast to GPSR, secured greedy perimeter stateless routing (S-GPSR) introduced the concept of trust level which resulted a more secured routing over a geographical area or over a location based routing. But again S-GPSR lacked in terms of efficiency as a common or constant trust update interval for several nodes may be troublesome in case of heavy traffic. Efficient greedy perimeter stateless routing (E-GPSR) introduces the concept of "observation time (ot)" for each node separately in addition to the trust level.
RESULTS AND DISCUSSION
Enhanced greedy perimeter stateless routing protocol is implemented for mobile radio network with different coverage area considering 100 and 150 number of nodes for simulation as in Figure 2 . The communication and intercommunication between the nodes are explained and projected in Figure 3 and Figure 4 . It is compared with secured greedy perimeter stateless routing protocol for different number of malicious nodes. The results show that on the average, the routing overhead achieved using the E-GPSR protocol was 70% less than the standard S-GPSR protocol. An improvement of 25% in the delivery ratio has been achieved in the E-GPSR protocol. The improvement in the above mentioned network performance is mainly due to smaller trust values, shorter routing decisions and less number of control packets taken by the trust based model implemented in GPSR to get rid of the interference as in Figure 5 . Attackers try to hack to the network nodes resulting in delay of packets delivery. Figure 5 shows the statistical analysis of attackers and delivery of packets. On comparing the delivery ratio between these two routing algorithms, it is observed that the proposed EGPSR is better for the increased number of attackers.
Attackers try to hack to the network nodes resulting in transmitting energy getting reduced to reach destination nodes. Figure 6 shows the statistical analysis of attackers Vs energy. It is inferred that the proposed scheme provides minimum energy consumption even for the larger number of attackers with the network. Attackers track the destination node and try to interfere with the transmitter, which ensures in calculating the delay in the network. Figure 7 depicts the above statement. Minimum delay in the network persists for larger number of networks in EGPSR compared with GPSR.
Figure 8. Nodes Vs delay ratio
Considering various node in the network and its delivery ratio. Key management helps in finding the free users in the network. Figure 8 shows that the distributed key produces better than the Random key mechanism. Figure 9 projects that the energy emitted by distributed is less compared with random, which makes the proposed scheme a better way. Figure 10 and Figure 11 clearly project the beauty of the proposed scheme. Overhead to the node and delay created at node are compared and proved. 
CONCLUSION
In this paper, the issue of providing end to end secured communications in randomly deployed Cognitive Radio Networks, via differentiated key pre distribution, where the idea is to distribute different number of keys to different nodes to enhance the resilience of certain links in the network. This feature is leveraged during routing, where nodes route through links with higher resilience. End to end secure communication protocol based on the above methodology by extending well known location centric (GPSR) and data centric (minimum hop) routing protocols are presented. Detailed theoretical analysis and performance evaluations demonstrate the strengths of the techniques.
